PeKomeHgauum no MHGOpMaLMOHHOI 6e30NacHOCTM Npu coBeplueHnn PUHaAHCOBbLIX onepauuii

000 B/M CbeperkeHunsa CTaBUT CBOEM LieNbtlo obecneynTb NpeaocTaBieHne yCayr Ha BbICOKOM YPOBHE M HanommHaeT Bam
O PUCKax MOLUEHHWYECTBA C MCMNOb30BAaHUEM MODOWUABHOWN CBA3W, COLMANBHBIX CETEN, MECCEHAKEPOB, 3/IEKTPOHHOM
noyTbl M CUCTEM AMCTAHLMOHHOIO 06CAYyKMBaHMA. Hanpumep, Bbl moxeTe noayynTb cooblieHue WM 3BOHOK OT
MOLLEHHMKOB, coaeprKalime 3anpoc Bawel KoHPuaeHumnanoHoi nHGopmaLmm (NnepcoHanbHble AaHHble, PUHAHCOBbIE
cBefeHus, naponu, kogbl u3 CMC u T.n.) nam npocbby coBepwnTb onpeneneHHble AencTema, no TenedoHy, yepes
MeCCEHAKEPDbI, COUMasbHble CEeTU, MO 3SNEKTPOHHOM nouyTe. B cayyae BbINOJHEHUM MPOCLObI UAU UHCTPYKLMIA
3/10YMbILWIEHHMKOB, OHM MOTYT NOMbITAaTbCA OCYLLECTBUTb HECAHKUMOHWPOBAHHbLIM AOCTYNn K Bawemy KomnbioTepy,
MOBUABHOMY YCTPOWMCTBY, IMYHbIM KabUHETAM MM NONYUYUTb KPUTUYHBIE CBEAEHMA O Bac AnA ganbHelwero cosepLieHus
HE3aKOHHbIX PUHAHCOBbIX ONepaLnin oT Bawero umeHu.

000 BUM CbeperkeHuns 40BOAUT A0 CBEAEHMUSA KINEHTOB M KOHTPAreHTOB c/eaytolme pekomeHaaumnm no 6esonacHocTu
nHpopmaumm:

1. Hukomy He coobuialiTe 1 He NepedaBaiTe, a TaKKe He BBOAUTE CBOM AaHHbIe HAa NOA03PMUTE/IbHbIX CaliTax U B
NPUNONKEHUAX: NIOMMHbBI/NAapoan MAM OAHOPa30Bble KoAabl AOCTyna ANA BXOAa B CMCTEMYy WAM NOATBEPKAEHUA
onepaunii, a Tak:Ke Baln nepcoHanbHble gaHHble (MacnopTHble aaHHble, MHH, CHUMC, aaTta poxaeHua u np.) u
¢dunHaHcoBble cBegeHus. CotTpyaHnku OO0 BUM CbeperkeHna HUKOraa He CnpallnBatoT napoaun n kogbl ns CMC.

2. ObecneybTe 3aWMTY YCTPOMCTBA, C KOTOPOro Bbl ocywiecTBiseTe GUHAHCOBbLIE ONepaLun:

e YcTaHaBAMBaMTe nporpammHoe obecneyeHve M3 [0BEPEHHbIX UCTOUYHMKOB, HAaCTPOMTE 3amnpeT Ha YCTaHOBKY
I'IpVIfIO)KeHM[;I 13 HenpoBepeHHbIX NCTOYHUKOB,

e Mcnonb3yiite cpeacTsa 3alWmMTbl MHPOPMALMKN, TaKUE KaK aHTMBMPYCHblE MPOrPamMbl (a TaK:Ke PerynapHo mx
06HOBNIANTE), NEPCOHANbHbIA MEKCETEBOM 3KPaH, WNMPPOBAHMNE AAHHbIX U ANCKOB;

e He nepepasaiite Bawe MobUAbHOE YCTPOMCTBO MAM NEPCOHANbHBIN KOMMbIOTER APYTUM /IIOAAM U HE OCTaBAsAlkTe
6e3 NPMCMOTPa C LEeNblo HeAONYLEHUA YTEPU, KParKM UM COBEPLUEHNA HE3aKOHHbIX GUHAHCOBLIX OMNepaLmii;

e He cornawaiTecb Ha yfaneHHoe MOAKAlOYeHMe K Balwemy MOBWAbHOMY YCTPOWCTBY WM MepCcoHanbHOMY
KomnbloTepy.

3. [ononHutenbHo npu pabote B ceTn NIHTEpHeT:

e byabTe OCTOPOXKHbI MPU MNOAYYEHUMU COODBLLEHMI CO CCbINKAMM Ha CalTbl U BAOXKEHHbIMWU dalinamn, OHU MOTYT
NPMBECTU K 3apayKeHWio Bawero ycTpoiicTea BpeAoHOCHbIM KOoAoM (Hanpumep, BUpycamu). BpeAOHOCHbIN Koz
MOeT nonacTtb Ha Balue ycTpoicTBo, eciv Bbl 0OTKpoeTe BNOXKEHHbIN dana Uan nepengere no cCbiike Ha CauT.
Mcnonb3ya BpefoHOCHbIN KOZ, 3/10YyMbIWAEHHUK MOXKET NONYYNUTb AOCTYN K AaHHbIM U NPUIOKEHUAM Ha Bawem
ycTpolicTee. M3beralite COMHUTE/IbHbIX CaTOB B MIHTEpHETE, NOCKO/IbKY BPEAOHOCHbIN KOA, B TOM YUC/Ie MOXKET
6bITb 3arpy*eH ¢ Nog06HbIX CalToB;

e lmewiTe B BMAY, YTO MOLLIEHHUKM MOTYT CO34aBaTb NOAAE/bHbIE CaliTbl KOMMAHMU, UCNONb3YA CXOXKYHO LLBETOBYIO
rammy u HassaHue OO0 BUM CbeperkeHusa, HanpaBnATb nogdenbHble nNUcbma, aKobbl oT anua 000 BUM
CbepexkeHun. byabTe MaKCMManbHO BHUMATE/IbHbI, MPOBEPANTE CCbIIKM HA CaiTbl;

e BHMMmaTenbHO MpoBepAlTe agpecata, OT KOTOPOro npuwao coobuieHne. CoobuieHMe MOoXKeT 6biTb OT
3/10YMbILLNEHHUKA, KOTOPbIA MackupyeTca nog cotTpyaHnka 000 BUM CbeperkeHna UAKN UHbIX A0BEPEHHbIX UL,
Hanpumep, noa npeacTaBuTeiei rocy4apCcTBeHHbIX BEAOMCTB M OpraHoB BNacTy;

e HesameanutenbHo nHpopmmpyinte OO0 BUM ChHepexkeHus 0 NonbiTKax MOWEHHUYECTBA UM NOAO3PEHMN Ha
HUX, €C/IN 3TO MMeeT OTHoLWeHMe K B3aumogenctemnto ¢ OO0 BUM CbeperxkeHus, a Takke ecnm Bbl noayumnm
yBegomneHne o GMHaAHCOBbLIX ONepaLmaAX, KOTopble He COBEpLUANM.



